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Abstract

The lota has revolution modern applications by allowing smart devices in healthcare, smart
home, transportation, agriculture, and industry automation to be connected collectively.
However, the quantity of connected things has grown rapidly, which has posed severe security
and privacy issues, notably given the limited computational resources, storage, and energy. The
traditional centralized authentication processes suffer from various security risks, including
single points of failure, unauthorized access, and data tampering. To address these challenges,
we present in this paper a lightweight block chain-based authentication scheme for secure lota
environments. The architecture exploits the block chain technology to enable decentralized
device registration and authentication without a trusted third party. It combines gateway and
miner nodes to verify authentication requests and hold device data on the block chain with
security. Various lightweight cryptographic primitives, such as Elliptic Curve Cryptography
(ECC) operation, SHA-256 hashing, digital signatures, timestamps, and nonce’s, are used to
maintain confidentiality, integrity and authenticity, prevent against replay attacks and reduce
the computation cost. The proposed authentication scheme is analyzed using the AVISPA
security verification tool, which shows that it is secure against most popular attacks. Simulation
results show that the proposed framework outperforms for better security, scalability, privacy
and adaptability and it is appropriate for resource constrained lota devices. The proposed
approach enables an effective and trustworthy authentication solution for secure future lota
networks.

Keywords: Block chain, Internet of Things, Lightweight Block chain, Security, Privacy,
Authentication scheme

1.0 Introduction

A block chain-based authentication protocol is proposed, which makes use of the idea of block
chain to authenticate the lota devices in a secure manner. The network permits only trusted
devices. The system halts hacking and spoliation of data. It improves security, trust, and privacy
over lota messaging. It also provides a decentralized and transparent authentication mechanism.
Applications of 803.15.4 to lota in the recent years, many researchers have suggested lota user
authentication schemes that are based on block chain characteristics such as decentralization,
security, and transparency to solve issues like data confidentiality, scalability, and centralization.
These applications replace traditional centralized servers with a distributed network to guarantee a
safe, tamper-evident, authentication process. Users can be authenticated with digital signatures
and access control policies can be enforced using smart contracts, also the use of public/private
key pairs is essential in user registration. The algorithms of consensus that are used by block
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chain allow for real time auditing and monitoring as well as the validation of the authorization
requests. Yet, it is crucial to tackle issues like scalability, privacy challenges, resource limitations
on lota devices, and latency. These problems are addressed head-on by lota applications such as
smart homes, healthcare, industrial lota, and supply chain management. Yet it is possible to
provide strong solutions that are secure, scalable and suitable for decentralized authentication for
block chain systems. [1]. Due to the proliferation of lota nodes, it is now a pressing challenge to
deal with the scalability, privacy, and security issues for the sustainable development of this
technology. A three-layer architecture, which is the most primitive type of lota architecture, is
shown in Figure 1 [2]. They are the perception layer, the network layer and the application layer.
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Figure 1: Three-layer lota Architecture

Availability, scalability, flexibility, management, efficiency, security, and privacy are the matters
of concern for lota systems. Security is alive and well in the real world. The lota should protect
sensitive data transfers. lota security can be enhanced with block chain. Many security
techniques such as Block chain are not feasible for lota due to lota resource and energy
limitations. The expanding size of the lota ecosystem has generated concerns over privacy and
security. Resource-limited and energy-harvesting lota devices are the impediment of security and
privacy. A few years ago, researchers have been leveraging block chain technology to surmount
limitations in the lota ecosystem. Due to its decentralized nature, block chain can potentially
eliminate a number of the limitations of lota and make the framework more efficient.

Block chain is Distributed Ledger Technology (DLT) [3], and it uses a P2P network to maintain
and update a secure ledger database. Digital ledger technology records value and asset
transactions. Unlike centralized data storage and administration, distributed ledgers
simultaneously log data in multiple locations. With Block chain, distributed ledgers have Hash
graphs and IOTA [4]. Transactions are batched into blocks, connected to each other with
cryptographic hash functions as a “block chain”. Bit coin and Ethereal are crypto currency block
chains. As a result of Thorium’s ability to run smart contracts, the definition of Block chain
applications has been extended. Ethereal is unique as a consensus-based global virtual computer,
which has its own programming language Solidity. There are many platforms that are suitable for
creating Block chain-based apps, including Ethereal, as well as a few others. Technologies, such
as Hyper ledger Fabric, Multichip, Quorum, Lick and HDAC (hierarchical deterministic
application chains) 5]. The most active block chains were hyper ledger, Ethereal and Multichip.
Figure 2 shows the basic block chain block structure [6]
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Figure 2: Structure of a Block chain and Merle Tree for Transaction Verification

The advantages of Block chain technology make it a perfect option for tackling the concerns that
are associated with the lota, especially those that pertain to security. Existing implementations of
Block chain, on the other hand, are not compatible with the lota, which presents the potential to
further enhance the system that is now in place. The following research topics need to be
concentrated on to address the difficulties that have arisen as a result of the confluence of block
chain technology with the lota: 1. The lota and Block chain have come together to provide a new
scope for study. It is not possible to directly integrate existing Block chain designs as an lota
network that is built on Block chain. A new secure Block chain design is needed to support lota
and other secure architectures. 2. Current Block chain implementations use ECC and SHA256
cryptography. These techniques are unsuitable for Block chain-based lota deployments because
lota devices have limited resources and time. To integrate the Block chain-based idea in lota
designs or other related architectures and make the system secure, lightweight cryptographic
techniques must be investigated [6].

The primary purpose of this study is to build a lightweight lota architecture that is based on Block
chain technology. This architecture will assist in improving the overall performance of a network
that is limited in its resources. The difficulties associated with the merging of block chain
technology with the lota have opened up new avenues for study. The research aims of this study
are as follows, and they are based on the research topics that have been presented:

1. To create lota architecture that is based on Block chain technology.
2. To modify security protocols that are appropriate for architectures based on block chain
technology and to conduct performance evaluations of the architecture that has been offered.

2.0 Related Works

Almadhoun et al. [7] presented an authentication system for users, in which block chain-enabled
fog nodes make use of ethereal smart contracts to authenticate users to get access to lota devices.
In this context, fog nodes contribute to the reduction of heavy processing for activities like
identification and communication with the block chain being carried out by lota nodes.

Musher et al. [8] presented a technique that is based on block chain technology by enabling user
authentication access to fog-enabled lota devices. Additionally, Ethereal Smart Contracts were
used in the implementation of this strategy.
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Y. Liu et al. [9] first proposed a block chain-based cross-domain authentication management
solution for lota devices. The Merle tree stores sensitive device data, and only the Merle root is
submitted to the smart contract. Second, a thorough security and performance study. They
demonstrate that the system is genuine, active, and safe against many attacks. They achieved
decentralization, privacy, scalability, rapid off-chain authentication, and cheap on-chain storage
compared to previous systems. Third, they build the system on Ethereal with variant domains,
concurrent authentication requests, and Merle tree leaf numbers.

R. Kumar et al. [10] used block chain-based AKA and explainable Al (XAl) to secure smart city
consumer apps. Firstly, they used a block chain-based AKA mechanism, the involved
organizations securely exchange data. However, they employed Shapley additive explanations
(SHAP) to explain and analyze the most important choice factors. The framework's actual
implementation shows its efficiency over current state-of-the-art methods.

P. Zhang et al. [11] proposed a block chain-based lota-based collaborative processing system for
maritime transportation flow scheduling and management. To lower block chain consensus
communication costs, they proposed a new consensus method based on Verifiable Random
Function (VRF) and reputation voting. A simulation showed that the suggested technique resists
replay and camouflage attacks. Assuming unaltered communication costs, the optimized
consensus technique increases security by 8% and transaction processing speed by 6%.

X. Jiao et al. [12] introduced Privacy-aware entity authentication and proposed a fog computing-
based block chain-assisted authentication system for lota applications. Considering entity
capacity, they offer two privacy-preserving authentication algorithms based on elliptic curve
cryptography (ECC) and physically inclinable functions (PUFs). Security analysis and
performance assessment showed that the suggested protocols have competitive computation and
communication costs while meeting security criteria.

Within the framework that was suggested by Ashen et al. [13], the lota devices and end-users are
authenticated using a server that is located locally. Additionally, the localized server helps in the
execution of intensive computing tasks for end users, which in turn reduces the burden on the lota
devices. The information that is used for authentication is subsequently stored on the block chain
and dispersed among the many nodes of the system [14].

3.0 Proposed Method

This study introduces a block chain-based authentication system for Internet of Things (lota)
architecture. The Block chain, as well as the registration of miner nodes. From the design, it can
be inferred that the miner is a node with superior computational capacity. The mining node is
tasked with authenticating the credentials of the user, gateway, and devices. Figure 3 illustrates the
communication diagram employed within the organization.
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Figure 3: Block chain-based Authentication scheme for lota Device

Block chain authentication can verify the identification of a user, device, or system within the
block chain network. The integration of Internet of Things (lota) with block chain technology has
the potential to significantly transform various industries by enabling secure, transparent, and
efficient data exchange. lota devices enable businesses to collect and transmit data instantly, while
block chain provides a decentralized and unchangeable system for storing and sharing data.

3.1 Device Registration:

Devices are the identifiers that are used to identify lota devices. Following the completion of the
device registration process, the user will be provided with a Dopey, Which is the private key for
configuring the device. An ECC public key, also known as a Duke, is obtained from the private
key that the user shares with the system.

The lota device verifies its own identity by submitting a request to the gateway, which holds the
device's public key, also known as the Duke. Gluey is the gateway's public key, which it uses to
respond to requests. After that, the device transmits the device ID, which is denoted by the
acronym “Devised," in addition to the device information, which is denoted by “Dingo," and the
nonce, which 1is denoted by “Noncel." It is the gateway public key E (Gluey,
Devised||Dingo|[NONCes) that is responsible for encrypting this communication. It is with the help of
the timestamp (Times1) that the intruder is prevented from keeping this request and retrieving it at
a later time. It is expected that the message will be formatted as follows: E (MPK, Deviseq || Dingo
|| Nonce1|| Times1). With the help of the timestamp (Times:), the gateway determines whether or
not this is a request that was made recently. The gateway performs an internal validation of the
request and then sends a registration request to the miner node. This request includes the following
information: E (Gluey, Duke||Devised||Dingo|| Noncez). To authenticate the communication, the
nonce, (Noncey) is used as a challenge. This will assist in the prevention of the replay attack. The
miner node is the recipient of the registration request that has been encrypted. After that, it
determines whether or not the identification of the device is present on the Block chain.

If the user registers the device, the miner node will upload the device's public key and device
information (Duke||Devised||Dingo) to the Block chain. The miner node is responsible for
transmitting the device public key, the device ID, and the nonce to the gateway. The gateway
public key E (Gluey||Duke||Devised|| Nonce) is then used to encrypt the message to ensure its
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integrity. The value of Noncezis checked by the gateway, and if it is found to be legitimate, the
gateway sends a response that includes the device ID and the gateway public key (Devised), as
well as the Gluey to the device E(Duke, Devised||Gluey||[Nonces).

3.2 Device Authentication

An encrypted message with the message E (Gluey, Dingo|[NONCes) is sent by the lota device to the
gateway to authenticate the gateway's request for the device information to be sent to the block
chain server. To communicate with the gateway, the block chain sends the information about the
specific device. This request would be authenticated by the gateway, which would determine
whether or not it was received from the same device p that was transferred in the first request.
After the receipt of the authentication, the gateway will make the device authorized.

SHA-256 is the hash function that is employed as the consensus algorithm since the traditional
Block chain scheme has been imposed as the security system that has been applied to the lota
architecture. At this point, the Masters, who are the mining nodes, also produce random public and
private key pairs using the Digital Signature Algorithm (DSA), which contributes to the
generation of one-of-a-kind signatures using the original data. The workers, also known as
lightweight nodes, are provided with the information using the Base64 encoding standard, as well
as the specifics of the Block chain and the digital signature properties. The workers can verify that
the data is coming from a genuine source by using the public key of the masters that they have
received. Any other key that is used will result in the data being rejected. To prevent the
development of a private key via the use of brute force methods, the public-private key pair in this
scenario is maintained dynamically in each block. In addition, the workers verify each block and
its hash by mining the nonce value. This process is carried out by the workers. If any worker
detects an issue in terms of tampering with the Block chain or forging signatures, the Block chain
that is used by the majority of the network will be transferred to that specified node.

4.0 Performance Evaluation

The integration of Block chain technology can significantly influence the lota ecosystem,
particularly in terms of privacy and security aspects. Utilizing lightweight cryptography enables
the resolution of numerous challenges presented by the lota without excessively straining the
capabilities of lota components. This ensures compatibility with real-time applications. We
proposed an adaptable authentication system that can be integrated into block chain architecture.
The suggested design was used as a basis for conducting a performance study and protocol
assessment, with the use of the AVISPA program (Automated Validation of Internet Security
Protocols and Applications). The results demonstrate that the system is robust and safeguarded
against any potential attacks.

Table 1 presents a concise comparison of the proposed system with established block chain-based
lota security approaches.
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Table 1: Comparison of Security Parameters

Security Parameters
References Authentication ég(;liiZI Adaptability | Integrity | Privacy
I[_laSb]ia et al Yes Yes No Yes Yes
l[\fgii et al Yes Yes No Yes No
[ch;iice et al. Yes Yes No Yes No
EaBt?er et al Yes Yes No Yes No
I[_la;;n el ves Yes No Yes Yes

Integration of block chain technology into lota environments provides many advantages that can
aid in overcoming performance constraints and ensuring data integrity and trust, including
decentralization, scalability, and security.

5.0 Conclusion

Additionally, the lota environment is attracting attention, and research is being conducted actively.
Authentication is something that has to be taken into consideration since the lota ecosystem is
intimately tied to personal information, it contains a huge number of devices, and all of the
devices are connected to the Internet. Nevertheless, in the case of the present authentication
protocols for the lota, there is inadequate consideration for low-performance devices that employ
central processing units (CPUSs) that do not have built-in encryption or that are unable to conduct
public key cryptography. As a result, in this work, we suggested a block chain-based lota device
authentication mechanism that is both secure and lightweight. A decentralized token-based
authentication technique between end-users and block chain-enabled nodes was developed in this
study. This approach is intended to be applied in an lota architecture that is based on block chain
technology. In addition to authentication, the authentication strategy that is described in this work
allows users to maintain their integrity and adapt if necessary. The findings provide conclusive
evidence that the authentication technique that was described may be securely deployed in an lota
environment that is based on Block chain technology. In the future, the effort will concentrate on
the administration of the massive quantity of data generated by lota sensors as opposed to the
typical data generated by block chain-based financial transactions. The integrity of the system and
its suitability are two additional highly significant aspects of security. In addition, this has been
deployed on the lota platform by using a lightweight block chain design.
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